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1
Decision/action requested

This contribution proposes a proposal for the scope of TR 33.856
2
References

[1]

3GPP TR 33.856: "Study on security aspects of single radio voice continuity from 5G to UTRAN".
3
Rationale






This contribution proposes the evaluation for the solution " Return from UTRAN to E-UTRAN or NR "in TR33.856.
We kindly propose SA3 to agree the following pCR.
4
Detailed proposal

**********************Begin of changes********************************
6.5
Solution #4: Return from UTRAN to E-UTRAN or NR
6.5.1
Introduction

This solution addresses the key issue #4, namely return from UTRAN to E-UTRAN or NR.

6.5.2
Solution details

When a voice service ends in UTRAN and NR coverage is available, if the native 5G security conext stored on the UE is available, it should be used for protecting the Registration Request message. If the native 5G security context is not available (even if a mapped 5G security context is available), the AMF shall perform a(n) (re-)authentication procedure with the UE to establish a new native 5G security context.

When there is no NR coverage but E-UTRAN is available , if the native 5G security context stored on the UE is available, the UE shall delete the UMTS security context and set the native 5G security context to current security context when receives the RRC release message from UTRAN. Then the UE should return to E-UTRAN by sending a TAU request message to the MME which is integrity protected using current native 5G security context as described in subclause 8.5 of TS 33.501 [1]. If the native 5G security context is not available (even if a mapped 5G security context is available), the MME shall perform a(n) (re-)authentication procedure procedure with the UE to establish a new native EPS security context.
6.5.3
Impacts on existing nodes and functionality
There is no impact on the existing UTRAN and EPS system.

UE:

-
It needs to delete the UMTS security context and set the stored non-current native 5G security context to the current one when receives the RRC release message from UTRAN.
6.5.4
Evaluation
This solution prevents the UE from using lower security level based on UMTS to access E-UTRAN or NR.
*********************************End of changes*******************************
